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TN Attorney General Warnsof Fraudulent Email

Tennessee Attorney General Paul Summerswarnsof afraudulent email that was sent to many
consumers during the last several days that was apparently used to gain accessto individuals' private
information.

The email istitled “Fraud Alert” and statesthat the popular electronic store Best Buys' fraud
department has some suspicionsregarding an order of the customer. The customer isthen asked to click
on ahypertext link to enter agpecia Fraud Department page where the consumer could confirm or decline
the order by providing the correct information.

“In some cases, customerswere asked to submit their credit card and other private information,”
Attorney General Summers said. “We are concerned that some unscrupulous people may use this
deceptive means to gain access to Tennessean’s private financial information.”

Mary Clement, director of the Division of Consumer Affairs, noted, “E-mail scamsproveto be
some of the most common and successful ways con-artiststrick unsuspecting consumersinto giving out
personal information. Thebest way to avoid thisisto delete al e-mailsyou receive from an unknown
addressor with asuspicioussubject line. Consumerscan cal the Division of Consumer Affairswith any
questions or concerns.”



The State Attorney General’ s Office and Tennessee Division of Consumer Affairssuggest if you
receive asuspiciousemail, do not respond. If you receive thise-mail or if you have aready responded to
the e-mail, please contact the Division of Consumer Affairs at (615) 741-4737, or toll-free within
Tennessee at (800) 342-8385.



